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In recent years, there has been growing evidence of social media’s influence on political 

discourse. Stories such as the Arab Spring demonstrate the potential advantages of 

social media platforms to allow citizens to spread information and coordinate political 

engagement in new ways. However, the automated nature of social media posting also 

creates the potential for different interest groups to manipulate social media networks 

and mislead voters. As social media allows people to strongly influence their peers, 

fake crowds, deployed at critical moments, could potentially sway voters in a certain 

direction or, at the very least, promote specific propaganda. 

The Israeli legislative elections, held in April and September of 2019, demonstrated the 

dangers of online manipulation of social media. Reports indicated that fake accounts 

and misinformation were deployed to manipulate users. Therefore, the Center for 

Cyber, Law, and Policy, via the Law, Technology and Cyber Clinic at Haifa University 

together with the Israel Internet Association (ISOC-IL) and the Israel Democracy 

Institute, established a project to maintain the integrity of election discourse on social 

networks. 

The organizations set up a reporting mechanism that enabled people from the general 

public to report social media accounts perceived as "fake/false accounts" or as "political 

bots.” This initiative was operational for two months prior to the first round of 

legislative elections. During those months, we have received over 500 reports from the 

general public, with most of them in reference to fake Facebook accounts. Although we 

intended to identify both "political bots" and "fake/false accounts," we were unable to 

determine if, and to what extent, the "political bots" were operational. Thus, we 

regarded all reported accounts as "fake/false accounts".  

In order to determine whether a particular account was indeed a "fake account" used to 

spread political propaganda, we manually scrutinized each account using a list of 

questions and measures, including the name, photo, and general activity of the account. 

In this presentation, the results of the project will be showcased and discussed, 

including several theoretical concerns pertaining to freedom of speech.  
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Social bots - a new threat to digital democracy? Constitutional context and 

regulatory options under German law 

Paul Dürr 

 

Abstract 

 With the phenomenon of social bots, a new instrument of political manipulation has 

entered the forums of social networks. In my talk I will address its constitutional 

implications: Is the use of social bots protected under the freedom of expression? And 

does it violate democratic principles? Further, I will provide insights on a bot-disclosure 

law, with which the German legislator intends to deal with the danger of manipulation. 

 


